W McAfee

An Intel Company

Reverse-Engineering Trust

>

—

—

Dr. lgor Muttik®=

Principal Research Architect, MCATee ans:

-




A quote © McAfee

“There are known knowns — things we know that we know.

There are known unknowns — things that we now know we don't know.

But there are also unknown unknowns — things we do not know we don't

know.




The Basics
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MOTIVATIONS PROCESS
REASONS STRATEGY
VALUES TACTICS
VISION




What Do We Know About Trust? © McAfee

Reflects “Trustor —Trustee” relationship
Has strong group aspect (family, tribe, etc.)
Its neurobiology is affected by oxytocin

Humans (and the society) need trust as it
drives confidence




Trust History

Human to a human (directly)

Human to a computer

Computer to a computer

Human to a human (via computers)

Computer =  hardware
+ software
+ network
+ protocol
+ cloud
+ ecosystem
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Trust Attributes

It is a measure of a risk
in transactions

Trust is contiguous -
spectrum of reputations

Temporal property

Not mutual / symmetrical

But mutual is nice!
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Elements of Trust / Reputations © McAfee

Source

History / Age
Prevalence
Geography
Documentation

Opinions of others
Positive
Negative (feedback)




Computing Trust / Reputations =~ ¥ McAfee

Page rank

“Inherited” trust

“Fused” trust

For all players
Humans
Computers
Devices (loT)
Networks
Protocols
Clouds




Abusing Trust

Trust is now data (Big Data)

MitM

Commodity

Stolen
Forged

Poisoning (e.g. Sybil attack)
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Trusted Android Developers © McAfee

Gameloft 3214
None e
hzstudio
Glu Mobile
EAM
ECO
Mo'Minis Ltd Most popular apps

Ollie the owl 227

WhatsApp Inc. 186 i
handy-gammen com GmbH 5 (as per McAfee telimetry for Android)

Evernote Corporation
Al Factory Limited
Tomoyuki Matsumoto
D .gu
“TeamLava, LLC" Developer certificates extracted
Min-Kyu Ryoo

O oty Lt (identical names merged)

Alejandro Gutierrez
Yi Li
Alex Drizen

R°‘"Eﬂ§§"e Ltd. Different apps (APKS)

OO0 Yandex

Saeju Jeon
David Poroutka for each developer counted
maxelus.net
Ralph Zimmermann
Adobe Systems Incorporated
Zach Hobbs
Facebook Mobile




Conclusions @ McAfee

“Secrets don’t destroy trust... But suspicions do...”
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3 errors @ McAfee

An Intel Company

‘THIS NOTE IS LEGAL TENDER
FOR ALL DEBTS, PUBLIC AND PRIVATE

(OVne) Luorteds Cobialy

Treasurer it States.







